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Identification 0jD| M Fragment Offset
Time to Live (TTL) Protocol Header Checksum E-,zﬂ%s

Source Address
Desfination Address
Options

Payload
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TCP Header
16-hit Source Port Number 16-bit Destination Port Number
32-hit Sequence Number

32-bit Acknowledgement Number

20
i Bytes
4bitHeader | Reserved (U A/PIRISIF W
Length (6 bits) RiC|s|s|Y|l 16-bit Window Size
{G|K H T|N/N|/
16-bit TCP Checksum 7 16-hit Urgent Pointer
Options (if any)
Data (if any)
The SYN and FIN flags are set.
oulds Cow FIN 9SYN lg L5 b TCP diuw G :I1-] ST
TCP Header
16-bit Source Port Number 16-bit Destination Port Number
32-hit Sequence Number
32-bit Acknowledgement Number 20
7 F x Bytes
4-bit Header Reserved \ Wi
Lengih {6 bits) '!‘ 16-bit Window Size
16-hit TCP Checksum 16-bit Urgent Painter

Options (if any)
Data (if any)
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TCP Header
16-bit Source Port Number 16-bit Destination Port Number
32-bit Sequence Number
32-bit Acknowledgement Number 20
e = Bytes
4-bit Header Reserved | \ .
e prrsal 16-bit Window Size
16-bit TCP Checksum / 16-bit Urgent Painter

Options (if any)
Data (if any)

None of the flags are set.

ol Cew KLS £47 1t 49 TCP sy S 2N - ) S

ik GBS —1e—Y—)
95 plolid | eatiSales Jyane b & calox S plnil b Cledlbl (55lpex oo
HB (Solo 4 lacjoy sy 5 TP (slageyol (0 a4z )5 oS (o0 (65Tl Lot Lass
localad wiils b oS o eolitl Sl by, 5l WeatsS ales 5| (gl ek (LS
o SYN Ling > & FIN Ling clacSuSs 5l eolitul s anS olesy |, 095
ol 45 Al e S |, e 395 S (gloaaliy g la sl JE sl e laodisS
oaisS alex> B,k 5l bypiww oLl 5 sguw (510 10 40 SAEST jo 8 iy oaims

RVIg



(o3l ot | 13T (Gilojl (s ,1330 55 (slacial YY

FIN g —1—Ve—Y—\

5 el Sy S5 55 paw 0 s FIN S5 U ol TCP iy Jluo| L FIN gy
S S e i S (53, S S e 5 e ol Sy RS a3
ICMP (sladins 5| oslital b o jol oo oyl & o |y g,y ool 00iiS” alas Sy
Sl bawg 53l gy 99 a5 Lz 0y )5 4 SYN Wlalad b ool o lug b
|, FIN gy sl dam Logy) Lol 59 s cbidlona LT plyy 1o 5 ol ot 4251 Lo Jlg lé
bl oo oo

in In
session session

" Session Session @ Session

W | Update FORWARD Lookup Update FORWARD
Not in Notin
session session

/\ Permit /\ Permit Yes

Policy Session Policy SYN Fla Session

Denyl Denyl No l

DROP DROP DROP
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(IP Spoofing) IP Ja> —Y—Y+—Y—\
o] 50,5 oge Al 40 0al dgazme Al ST a 0,5 o o )3 40 g, SO
o o Slael BB loe SOl Aty Sy oo 5 4 a5 (5 9k el s T e (0 loe
Ll TP o SaSS ol pb sl 423 ,5
Y 4Y¥ L (NAT-Route mode) &S o 5 ¥V &Y o Jlgplb a5 oyl
alosls plxil TP Ja a5 plaainy @iS lp Iixe b9, 9o ;I (Transparent mode)
S o ool

1P Packet with Source IP 10116 | (1, \* Unirust Zane packet arriving on ethernet3

etheme(3
1.1 1 1124

Route Table
3. When the route lab\eloakup | D ‘ IP-Prefix | Interface ‘ Gateway ‘ P |
reveals that 10.1.1.6 is nota
valid source IP address for a - |1 ‘40,1,10'24 |eth1 ‘0,0,0,0 ‘c |
packet arriving on ethernet3, i
the NetScreen device rejects — - m themall——
the packet T TrustZone = §0'1.1.1/24

Subnet: 10.1.1.024 W)

IP oo 15— ) i
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1. An IP packet arrives from the V1-Untrust 2. Because IP spoof protection is enabled in the
zone. lts source |IP address is 1.2.2.5. - V1-Untrust zone, the NetScreen device checks
-"j'—'\ -Untrusl Zcme s if 1.2.2 5 is a valid source |P address for a
‘ IP Packet with Source IP 1.22 5 | { packet arriving from the V1-Untrust zone.
( \ ]
- Themet3 4
d 0.0.0.0/0
X Address Zone Name: V1-DMZ
3. When the address book
not a valid source IP address A 1225 255 255 255 255
for a packet arriving from the Subnet 1.2.2.0/24 serv 55255
V1-Untrust zone, the Ay
NetScreen device rejects the V" ethemet2
packet. . servA - 0.0.0.0/0
! 1225 ™
{ | <> )
b /
- V1-DMZ Zone

f@)’).TIPJ:v_:W—rULW
G 03550 S o LIS Transparent oo jo Jlgpld o o d sl a5 gloy -V &Y
server gly wyol S Jlie jgbas aiS o oolitwl o ol ax 85 slasdg,g 5l TP Jax
oo TP ool b (glatus 1 098 oo ciyyas VI-DMT7 amb j0 1.2.2.5/32 &jg0
ey TP Joz 0366 0gi Jlgpld o)l VI-untrust a>b s ol SO 5l 1.2.2.5/32

ol 00 3l yutan puf b il SO 5 1.2.2.5 lae ol b des oo o

Router ethernet1 ethernet3 Router
10.1.1.250 10.1.1.1/24 1.1.1.1/24 1.1.1.250
ethernet2
1.2.2.1/24 ‘
-( 10120!24' '- 10110!24\1@#_ ﬁr 1110;’24@ OUUCI.FD\
Trust Zone Untrust Zcme

@ 1230724
vz N 1_2.2.0124)
Zone - —

Router
1.2.2.250

Y ¥ oIP oo JA-) JSis



(o) 3 oo [ .>|}T Gal.n)lm sl Py Slosaly vf

JNg 56 Dos s —11—Y—

Ao o3lail 4 Jlgpld ade jel coddge DoOs alo> iy Jlgpld ade p (DOS) Cwons

sl 03,50 slr OF ) Olexles &5 () 99 25w (ul oo baSed ale Dos
wr ) 05h oo Dos alex G a4 jomie Colyd jo aS oS o oolatul Jlg s o ol

Session table Flood—{—\\—Y—1\

(S35 35 o Bt (53,8 Sl o LTy 055 S5 saolisiisn DOS ala o,
pyd diz Dos cMex slp o)l o 1) G868 slaculss o sloy bl Koo as
ICMP Flood 4 UDP Flood 4 SYN ACK-SYN Flood, SYN Flood .s,ls 345 <glaie

ods 18 Slad> Jolam 0,5 5 diies Bas SO soztins 50 il den Jg opé g
G dud> o ool 4y o8 ol wll ouls p Olid> Jgoo a5 K 095 b,8
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Source-Based Session Limiting:

Denial-of-Service Attack

el Conl b )L.w.; Mo &y C)f’.‘

Destination-Based Sessicn Limiting:
Distributed Denial-of-Service Attack

Attacker Attacker
=
Monexistent host !.. ) ! ‘ ; l —
SrcIP: 6666 L Zombie =
o Untrust Zone Agents / Untrust
= | Zone
d 4 d 4 |44 |44
\ \\
DMZ Zone N\ DMZ Zone
\ N\ = T
o Server o
When the number of concurrent sessions from When the number of concurrent sessions to
6.6.6.6 surpasses the maximum limit, the the Web server surpasses the maximum limit,
NetScreen device begins blocking further the NetScreen device begins blocking further
connection attempts from that IP address connection attempts to that IP address

Session table Flood — Dos 4lo> :)9-) &

shiwo g o v 38T (gl 9 Slude St slocyd gaso —Y—11—Y—1
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Y+ 5l s 3-Way handshake 4 pgwge TCP (o3lujle] &uds 038 s &g 4
Slade wl I35 TCP awds> oSl 5l aw 098 0 Hlaid o 0g Jldpe Oygo jo sl
sy 4 time out lade HTTP g UDP Glid> gl . aiS oo juss 4280 Y+ 4, time out
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S Tabl %
e%ﬂ;gcig e 100% When the number of sessions exceeds 80% capacity,
the aggressive aging mechanism commences.
80% < VA High-Watermark ) )
/ \ / \ } Aggressive Aging
- 40-sec age out
T0% ’( Low-Watermark ( g )
/ Sessions aggressively age out until their
number drops below 70%. At that point, the
Sessions aggressive aging mechanism ceases.
0%

Aggressive Aging :f+—) K&

SYN ACK-ACK Proxy flood —f—1—Y—\
I, Telnet L FTP Lls )| G Cogr Goal p3u8e Oy 4 p)5 S a5 LK
s 6 olSws .aw 3 oo Telnet b FTP g, Cows 4 SYN ates G .05 o (55ksle]
SHgo A g LS oo bl 05 ad> Jgux ;0 (699,59 00,5 Cal o | SYN ai,
Ol 4 ACK &is b )5 e i 8 0 )5 Conw 0 SYN-ACK aites S STy
Jol5" 3-way handshake 4; pguge adsl bl )l (5,18, akass pl jo culply aes oo Cls>
Login «s,50l,% wad b )5 510 300 )5 Caow a2 Login el G Jlg 28 095 o0
2 Olad> Jgaz S Cenjd o iy Ohge 4 SYN ACK Gl ] sl 4 g 0SS

- Telnet or FTP Client Telnet or FTP =
(Authentication User) Server I
=_ - R J
Untrust Zone Trust Zone

. Client sends a SYN
segment to the server.

2. The NetScreen device
proxies a SYN/ACK

segment.
3. Clientresponds with (3
an ACK segment 2 lﬂl >
4. The NetScreen device
prompts the client @7
(auth user) to log in assword:
5. Client ignores the — ? SYN
login prompt and —
keeps 1re geat\ Tgh SYN/ACK
steps 1-4 until the
NetScreen session ACK » The session table is filling up
table is full.) L
Name: ?
Password: 7
6. Because the session il
table is full, the
NetScreen device -~ i The session table is full.
must reject all further \E) SYN

connection requests.

SYN-ACK-ACK Proxy flood b Jls (8 3,55 s ogi: 1~} JSii

SYN

i €
4+ {svack}——(7)—

NetScreen session table:
Plenty of available resources
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IPAA%IS?;ss - Hostat2.2.2. 5 sends SYN If a policy permits the inbound traffic, the NetScreen
2995 segments in IP packets with device permits the SYN segments. The victim responds by
: — spoofed source addresses sending SYN/ACK segments to the spoofed source IP
Non-existent or address, and waits for a response until the effort times out.
Unreachable —
IP Addresses
2335 a sy ] o - /I_F Protected
7 - SYN/ACK ’7 Lt
4.4.4.20 SYN |I
? - SYN/ACK —
SYN ]
5.5.5.10 I The memory buffer
7 - SYN/ACK 1 in the victim begins
SYN 1 filling up.
6663

? = SYNIACK

SYN lylaas 17— S

SYN oyl s yif ¢ 99 cbilis —Y—1¥—Y—)

dgdza |y Ayl Heue 3> 4l SOy a5 SYN bt slacwlss 1o slasxs b lg 518
Loy Soge g dabo (ol caws p Slbls | slows iy yms b lgs oo |y alos &liw] oS o
4l G 0 SYN slaais slaws a5 Ko 0,5 aseine lae w)ol b g duabie yu,ol LS
L 0gdge Dglitie 3,55 5 g5 ¥ daJly ol g8y iy S 35 Laailil l 51 S5 o |
Lgoo,S Jos oSy SO aile Jlgpld aSul b g wgd oo drop adlal slacaslss o asl
o S5y ) pleil Canlgs 10 e 9 w80 o Frwly 0uisS cles ;o 4 SYN/ACK ey
ob time out b g blajl ol JelS ley U slasl bl pl oS oo 0,ud Dols
Wlbe oo (SL o jo Culgs o

Land akos> —¥'—1Y—-Y—\
sleain wole S oS i 5 .l TP w)OTJA.’?LfSYN:LLo}ASi}‘&.sS)S
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Altacker Both the source and destination Victim
addresses are those of the victim
The source address in the IP
- header is spocfed, while the true The victim creates empty =
ey source address remains hidden. connections with itself.
e Source  Destination /
1225 1225 Data —
R f— The victim's
f_,—f——f e available resources
Source  Destination T —
1225 1225 Data —_—
The em
T connections are
- consuming the
Source  Destination — = t victim's resources.
1225 1225 Data ——
All resources are
e — consumed, which
" inhibits normal
T o " operations
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ol gty Wb aSed o eolinal 3550 Jly pl8 olCtws aisS &ld ) gl S alyi oo
D555 ) Sz oyl

Ping of Death —\—\¥—Y—\
ok 4 a8 ats e Jels wile <ol 65535 AP glaainy jlxe 83l piSTas
oS el L3 T s L IP &y G ICMP echo request .ol oo ol Yoo T o3lal o4
65507 ICMP echo request,s ools &>l jlxe 55lasl iSlas plpls o)l Job cul 8

Abb o0 (65,535-20-8=65,507) <ol
P op ]y i S olail b s e o)l lST 4 ping (g5lwesly slalae 5l (6l
Sgwl czge lxe lade 5l 25,5 ICMP glaat w8 [l 5o <ol 85507
oy TEDOOL Uy g (o freeze «yo,S crash cwas 5l JISI ol s (gole 8
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Iy baiws Jlg ald pl abl oo aslad o cadl ol daalsd 51 SO dP ol (o 08 o

A oo lis oo axdad IS diy 4y G | dadad O CanBae Sl 4 WS 0 attiee

Al Oglate (guam axhad &y ool ashad ainy SO ojlail 5 il ggae a5 LK
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IP Header The NetScreen dvice checks for
discrepancies in the fragment offset field.

version | eater Type of Service Total Packet Length (i Bytes)
Idenification x D|Mm “Fragment Offset

Time to Live (TTL) Protocol Header Checksum 55“25
Source Address
Destination Address
Options (if any)
Payload
Fragment Discrepancy
20 Bytes 800 Bytes
FF[,SH%T;"EG IP Header Data
Offset=0
Length = 820
More Fragments = 1
The second fragment purports to begin
20 Bytes 600 Bytes 20 bytes earler (at 800) than the first
Tﬂ;rgd |F Header Data ES ﬂ gg ;gd\: ;wauttﬁnz g)cc.g;: ﬂ:etthoef

packet length of fragment #1. This
discrepancy can cause some systems to

Offset = 800 crash during the reassembly aftempt
Length = 620

More Fragments = 0

Teardrop alos> :1F-) S
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Windows  Jole i lls a5 Comil 69) p feslS 2 a5 cwsl Dos dlo> S
SL L 13 5 &ys Net BIOS Ygous) TCP &y S5 oxlps ans oo 5 Bun 1wl
cge pl w8 s oals 1B, Ll SO L dKws S G 4 00 S (URG)
s 45 i ploi ol Crash el g ooy Net BIOS ashd ol Overlap
oals Gioles py pbw GL,8 edle ol TeboOt I oy 09 oo Conl jaaing Ll Jule
ol 00l Bl alos SO AT w20 o Ll AT 09l o

An exception OFE has occurred at 0028:{address} in VXD MSTCP (01)+ 000041AE. This
was called from 0028:{address} in VXD NDIS (01)+

0000860. if maybe possible to continue normally.

Press any key to attempt to continue.
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Press CTRL+ALT+DEL to restart your computer. You will lose any unsaved information
in all applications.
Press any key to continue.

The destination port is 139

TCP Header
Source Port Number "Destination Port; 133
Sequence Number
Acknowledgement Number
Head Reserved (|U 3
eader eserve: i

s R Window Size

|6 |
TCP Checksum f Urgent Pointer

Options {if any)

Data (ff any)

The URG flag is sef.
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Does interface have an
ACL applied in the
correct direction?

No
Allow the packet
| Yes

Does a packet match
a policy rule?

Drop the packet

Yes

What does the
policy define?

|
|

Permit Deny
Allow the packet i Drop the packet
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action s | port dest port | flags | comment

allow ' * | MAILGATE | 23 | inbound mail access

allow . * MAILGATE | 53 | UDP | access toour DNS

allow | SECONDARY | * MAILGATE | 53 secondary nameserver access
allow * * | MAILGATE | 13 incoming telnel access

allow | NTROUTSIDE | 123 | NTRINSIDE | 123 | UDP | extemal time source

allow | INSIDE-NET | * * * outgoing TCP packets are OK
allow * * | INSIDE-NET | * | ACK | rewm ACK packets are OK
block . * £ * | nothing else is OK

block * * * * | UDP | block other UDP, 0

Figure 9.6: Some filicring rules for a small company. Rules without explicit protocol flags refer to TCP.
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Filter Rules
Deny: Packets from PC-2
Applied: Inbound Port-2
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CLIENT FTP

The stateful firewall recognizes the FTP port command SERVER

and records its value to securely facilitate the creation of

the FTP data channel. -~ ~
==

=
PORT 20 %

When the FTP data connection is initialized by the server, SERVER
the firewall recognizes the IP address and port combination
used and allows the inbound connection to pass.

wodle Jlgpwls S JoFTP STy j0 o (5 JaadlS o e—F JCS
clools JEsl JSSgn SO L oye5 0 j0 aaddl Jlgpld (L8, (YV-Y) G o
Sy Jlal S g (Ja8 Jlasl S 50 b Sy ol ccwl ool ools olis slasln juus
sbul 095 o 1) was Jlasl sbol ojl! Solegil jobo 4 b Jlg pld a5 a5 ls ools Jlal
iy

I | /1I
Multimedia control channel
Return information detailing future stream port m—
— numbers and addresses ——
- e
CLIENT ' ' Multimedia
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The stateful firewall recognizes the control commands for
the multimedia session to securely facilitate inbound access
for incoming multimedia streams to follow.
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* 30% of Web surfing is not work related

* 75% of the companies cited employee as a likely source
of hacking attacks. While 45% of business had reported
unauthorized access by insiders. (C5I/FBl Computer Crime
and Security Survey, 2003)

* More than 43 million users misuse IM at the
workplace (IDC, 2003)

* 459% of the executable files downloaded through
popular P2P network Kazaa contain malicious code
(TrueSecure, 2004)

* A company can be liable to $150k per pirated work for
allowing employees to use company network to download
copyrighted material (RIAA, 2003)

* 27% of fortune 500 companies have battled sexual
harassment claims stemming from employee misuse.
(American Management Association)

* 70% of the pornography is downloaded between 9am to
Spm (SexTracker)

* 77% of online listening to Internet Radio on week days take
place between 9am to 5pm, pacific time (Arbitron, 2004)

* 449% of corporate employees actively use streaming media.
(NielsenNetRatings)

Source: Vijay Gawde, [TSecurity.com, http://www.itsecurity.com/papers/gawde1.htm
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1 http://www.hmailserver.com/
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5 http://mailnees.kicks-ass.org/
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1 http://www.mailscanner.info/
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1 http://qmail-scanner.sf.net/

2 http://smtpd.develooper.com/

3 http://budney.homeunix.net:8080/users/budney/software/qscanq/index.html
4 http://www.enderunix.org/qsheff

5 http://smtp.revolsys.org/
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1 http://www.salstar.sk/sagator/
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3 http://www.m2smi.com/
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1 http://smfs.sourceforge.net/smf-clamd.html
2 http://www.gtoal.com/spam/smtpfilter.c.html
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5 http://www.enderunix.org/zabit
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3 http:/p3scan.sourceforge.net/
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2 http://www.harvest.com.br/asp/afn/dg.nsf
3 http://www.hollo.org/frox/
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1 http://www.server-side.de/

2 http://software.othello.ch/mod_clamav/

3 http://www.uglyboxindustries.com/open-source.php

4 http://www.safesquid.com/

5 http://www.jackal-net.at/tikt read_article.php?articleld=1



92951 Hl33le 5 -yl Juad

Squidclam 4ot »

aS Zewl SquidClamAV-Redirector.py sly o35l 4ol G ¢ 'Squidelam 4.l

Ll ool 5,6 C oLy a

Viralator .l
SaS gy b b g @08 a5 el Perl by 4 asly SO "Viralator a.l

)l squid asb 5 g ClamAV wgﬁgsﬁ—‘

CIG b 4ol ) g Uoppimuams J9B6 —F—F—F
aé)la RYE @meulsﬁ 6MLJ‘5A ngg)y.fﬁlo 3 Lmblilé gSjL*”P*S 6\ﬁ ‘LmeLg‘Lé
Cond &5 oy o b ug s (Bl 4 abitws ame 4l b bl s b JuS K6l as

w‘ OMT ))) )b LQ.:T U"BL‘C u))...o.e‘A

Dazuko 4.l
aS" ool Linux/RSBAC 4 FreeBSD .5 ¢ Kernel sl Jg5ke S "Dazuko 4.l
Joile (nl S (o0 ool 3 Jolepinns wid ln 1) Lo bl & (olitws (eiw 1Sl sl Iy,
Sla b g oSl (s LS oty sl 0ol d59es 5 Sl il et
S (oo w2l ClamAY alp Lawgi 1) b wg pg (@lolid jslaie & pincns
Famuko 4ot

Cu> g Dazuko aslp 4 a5 L ol 5 9 cowl Dazuko asl, aslics 'Famuko 4wl

slad o aaliy pl sl 00,s 5,1, o Dazuko asl p OIS 28, ¢ colaiwl g

g oo |1 (User Space) ]l cadons

1 http://squidclam.sourceforge.net/

2 http://viralator.sourceforge.net/

3 http://dazuko.org

4 http://www.campana.vi.it/ottavio/Progetti/Famuko/
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ClamAssassin: http://drivel.com/clamassassin/
clamscan-procfilter: http://www.virtualblueness.net/ "blueness/clamscan-procfilter/
KMail: http://kmail kde.org/
MyClamMailFilter: http://muncul0.w.interia.pl/projects.html#myclammailfilter
OpenWebMail: http://openwebmail.com/openwebmail/
QOClam: http://sageshome.net/oss/qclam.php
OMVC - OmailMail and Virus Control: http://www.fehcom.de/qmail/qmvc.html

Sylpheed-Claws: http://claws.sylpheed.org/
SoftlabsAV: http://antivirus.softlabs.info/
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1 http://www.openantivirus.org/projects.php#samba-vscan
2 http://wolfpack.twu.net/Endeavour2/contrib/index.html#avscan
3 http://wolfpack.twu.net/Endeavour2/
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1 http://www.bebits.com/app/3930/

2 http://web.tiscali.it/rospolosco/clamaktion/
3 http://home.comcast.net/"schwalbrichard/
4 http://www.rootshell.be/"phenOm/clamtk/
5 http://www.markallan.co.uk/clamXav

6 http://clamwin.sourceforge.net/
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1 http://www.thymox.uklinux.net/

2 http://sourceforge.net/projects/klamav/

3 http://www.xystumnet.com/qtclamavclient.html
4 http://wbmclamav.labs.libre-entreprise.org/

5 http://clamav-sharp.pcode.nl/
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1 http://wiki.apache.org/spamassassin/ClamAVPlugin

2 http://raa.ruby-lang.org/list.rhtml?name=clamavr

3 http://dmd.kuehne.cn/diverse.html#clamav_d

4 http://search.cpan.org/"cfaber/File-Scan-ClamAV-1.06/lib/File/Scan/ClamAV.pm
5 http://cpan.gossamer-threads.com/modules/by-authors/id/S/SA/SABECK/

6 http://phpclamavlib.org/
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1 http://xael.org/norman/python/pyclamav/index.html
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IP filter based firewalls HOWTO - Brendan Conoboy — Erik Fichtner- 2002
Firewalling with OpenBSD Packet Filter - Peter N.M.Hansteen - 2005-2006
Iptables Tutorial 1.2.0 - Oskar Andreasson - 2005
http://www.netfilter.org/ (netfilter/iptables Project)

http://www.squid-cache.org/ (Squid Cache Project)
http://coombs.anu.edu.auv/ipfilter/ (IPFilter Project)

http://www.privoxy.org/ (Privoxy Project)

http://dansguardian.org/ (DansGuardian Project)

http://internet.junkbuster.com/ (Internet Junk Buster Project)
http://web.archive.org/web/20060824110625/http://www.squidguard.org/ (squidGuard
Project)

http://www.ircert.com/articles/Firewall.htm (Introduction to Firewall)
http://en.wikipedia.org/wiki/Great Firewall of China (China Firewall)
http://www.bsdcan.org/2004//papers/introduction_to_pf-mcbride-bsdcan2004.pdf
(Introduction to PF)
http://www.pc-help.org/www.nwinternet.com/pchelp/security/firewalls.htm
(Introduction to Firewalls)
http://www.vicomsoft.com/knowledge/reference/firewalls1.html (Introduction to
Firewalls)

http://www.hipac.org/ (nf-hipac Project)

http://www.cs.aau.dk/~mixxel/cf (Compact Filter Project)
http://www.geocities.com/hamidreza jm (iptables with classifiers)
http://ipset.netfilter.org/ (ipset Project)
http://netsecurity.about.com/od/hackertools/a/aa072004.htm
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/centrid/user/scf4ch3 . htm
(History of Firewalls)

http://www.more.net/technical/netserv/tcpip/firewalls/ (Introduction to Firewalls and
type of firewalls)
http://www.informit.com/articles/article.asp?p=170452&seqNum=2&rl=1 (What a
firewall cannot do)

http://www.webopedia.com/TERM/f/firewall.html

World-Wide-Web Consortium PICS Home Page: http://www.w3.org/PICS

Internt Content Rating Association:http://www.icra.org

SafeSurf: http://www.safesurf.com

CyberPatrol: http://www.cyberpatrol.com

NetNanny: http://www.netnanny.com

Fahrenheit 451.2: Is Cyberspace Burning - The ACLU's Report on Filtering Software:
http://www.aclu.org/issues/cyber/burning.html
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Peacefire: http://www.peacefire.org

The Censorware Project http://www.censorware.net

The Global Internet Liberty Campaign: http://www.gilc.org/speech/ratings

The Internet Free Expression Alliance: http://www.ifea.net

Computer Professionals for Social Responsibility (CPSR): http://www.cpsr.org
http://www.sans.org/ : The SANS Institute

http://www.snort.org/ : Open source network intrusion prevention and detection
system (Snort).

http://sourceforge.net/projects/barnyard : Output spool reader for Snort (Barnyard).
http://acidlab.sourceforge.net/ : Analysis Console for Intrusion Databases (ACID).
http://secureideas.sourceforge.net/ : Basic Analysis and Security Engine (BASE).
http://www.bro-ids.org/ : Bro Intrusion Detection System.
http://www.cl.cam.ac.uk/~cpk25/brooery/ : Brooery, Bro GUI.
http://www.prelude-ids.org/ : Prelude-IDS - The Hybrid IDS framework
http://www.ossec.net/ : Open Source Host-based Intrusion Detection System
http://sourceforge.net/projects/tripwire : Open Source Tripwire.
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