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Abstract— Internet of Things (IoT) is a paradigm of 

networked devices (Things) that are interconnected and have 

the ability to exchange data without requiring any human 

involvement. The IoT paradigm, mostly based on FOSS 

systems, has contributed to shape many new directions in 

industries mainly hardware, communication, software, cloud 

and big data. Internet of Things and its related smart systems 

are a combination of three main parts: sensors and actuators, 

connectivity technologies and processes on the cloud. An 

essential requirement to build successful IoT projects is to 

identify suitable technologies for each part to be used.  For 

instance, on the connectivity side, Bluetooth lower energy 

(BLE), ZigBee, Near Field Communication (NFC), Wi-Fi 

(IEEE 802.11ah), and LoRaWAN are some leading techniques 

that can be used.   

The first part of this paper reviews some major connectivity 

techniques used for IoT and provides a comparison of their 

key characteristics and the second part studies a number of 

open source cloud management and automation tools and 

reviews Docker as a suitable light-weight application container 

and virtualization technology. This paper also presents some 

fundamental differences between Docker and other competitor 

software such as Rocket and LXC. 

Keywords—Internet of Things; Connectivity; Ducker, 

Open Source 

I.  INTRODUCTION 

Many IoT projects and frameworks are built on top of a 
typical ecosystem that lets embedded IoT devices 
communicate to the Internet, and usually to a cloud system 
for storing and processing the data and generating advanced 
reports and controlling signals [1-2]. An IoT ecosystem as 
represented in Figure 1 can be divided into three main parts 
as Things, Communications, and Cloud. Each part is a 
composite of many technologies and can be studied from 
different aspects. For example, Things can be embedded 
computing devices attached to objects with various hardware 

architectures, power consumptions, system software 
(firmware or operating system), middle-wares, network 
stacks, sensors, actuators, and other components that can be 
studied individually.  

Communication technologies can be divided into two 
groups; the first group is the communications over the short 
range and the second group is communications over the 
longer distances. Based on the project situations, the IoT 
vendor can choose the suitable technology from each group. 
Some leading technologies for short-range communications 
are Bluetooth and Bluetooth Lower Energy (BLE) also 
known as Bluetooth Smart, Wi-Fi (IEEE 802.11), ZigBee 
(IEEE 802.15.4-based), Thread (IEEE 802.15.4-based), Z-
Wave, Near Field Communication (NFC), and ANT. For 
longer distance communications, cellular networks, 
proprietary Sub-GHz solutions, LoRaWAN, and WiMAX, 
are some more popular methods. The first part of this paper 
studies a number of short-range connectivity technologies 
such as Bluetooth, ZigBee, NFC, IEEE 802.11ah, and the 
emerging LoRaWAN as a suitable long distance technique 
for IoT. 

The final stage of IoT is usually the cloud that includes 
many individual topics such as automation and management 
software, virtualization techniques, operating systems, 
storage models, big data paradigms, software defined 
networks, platform stacks and middleware, process control 
systems, business and artificial intelligent, reports, 
dashboards, etc. Every technology such as virtualization can 
be realized in many different types such as full 
virtualization, para-virtualization, and containers to address 
different workloads. A light-weight form of virtualization is 
containers that are usually divided into two groups that are 
application containers and the system containers. The second 
part of this paper studies some container-based virtualization 
technologies such as Docker, Rocket, and LXD. 

 

 
Figure 1: Example IoT ecosystem 
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II. IOT COMMUNICATIONS 

A. Bluetooth 

Bluetooth is a wireless technology standard which is 
used to exchange data between devices in short-range using 
the frequency band of 2.4 GHz.  It is predicted that over 10 
billion Bluetooth enabled devices will be on the market by 
2018 and Bluetooth will be the most common technique for 
many applications such as WPAN, M2M, and IoT [15]. 

Bluetooth Special Interest Group (SIG) introduced the 
Smart Bluetooth also know as Bluetooth Low Energy (BLE) 
[3] to address some IoT needs. BLE was initially available 
on the market since 2011 as Bluetooth 4.0 standard. BLE 
devices similar to Bluetooth operate in 2.4 GHz ISM band 
but the protocol is not backward compatible and a device 
can support each or both technologies concurrently. 

The significant difference between Bluetooth and BLE is 
the concern of power consumption for communications. 
Many IoT applications need to exchange a small amount of 
data periodically and still run on the battery for many years. 
BLE can remains in sleep mode until a connection is 
initiated and therefore the power consumption is much lower 
than Bluetooth. The power consumption for Bluetooth is one 
watt, which is a lot for IoT applications, while in BLE; it is 
between 10 to 100 milliwatt. 

Another difference between BLE and Bluetooth is 
connection period that is reduced to few milliseconds in 
BLE while it is about 100 milliseconds in Bluetooth. As a 
result the data rate of BLE is limited to 1 MB/s compared to 
1 to 3 MB/s of Bluetooth.  

BLE has an extensive support by many devices and 
systems and can be used to create personal area networks 
(PAN) to connect a few numbers of nodes. For instance iOS, 
Android, and Windows devices all support Bluetooth and 
BLE and can be connected to each other. 

BLE is also an ideal solution for mobile users in short 
distances, while having many connected devices surround. 
For instance, BLE can be used for smart cars to connect all 
in vehicle devices such as audio system, dialing system, and 
speakers to get connected to the smart phone and to each 
other. 

B. ZigBee 

ZigBee [4-5] is a mesh network protocol which means 
that each node in this network is interconnected with another 
node. It uses the 2.4 GHz ISM frequency band, and is based 
on 802.15.4 IEEE standard. It can be used to implement a 
mesh network topology so that the information or data of 
each node can travel through other nodes until it reaches the 
gateway.  

ZigBee is designed to carry a small amount of data over 
short to medium distances which may reach up to 250 
meters (approximately) and can be used in local area 
network. In contrast to BLE that is mostly used for personal 
area network (PAN) and was originally designed to 
exchange data with big size at closer ranges. 

While, the greater range coverage of ZigBee is an 
advantage over BLE, mesh topology has some limitations. 
For instance, network latency may easily happen if multiple 

nodes try to pass their data through a single node and to 
reach to the gateway or endpoint. Due to this latency of 
mesh networks, ZigBee and similar technologies are not 
suitable for many applications especially the ones with a 
high density of nodes. Another problem is facing the ZigBee 
user which is related to the mobility such as mobile nodes or 
parking sensors when the nodes are moving and not fixed at 
one point. 

C. NFC 

NFC [6] stands for Near Field Communication 
technology. NFC has some handy specifications that lead 
this technology to be a great solution for IoT connectivity 
such as the ease of use, direct or explicit interaction, low 
cost, and low energy. One of the most fields that NFC is 
used widely in smart home applications. NFC makes it easy 
connect, commission, and control IoT devices in smart 
homes [7]. For connecting, NFC enables the user to pair 
with devices that use other communication technologies, so 
NFC is helpful for devices that do not have interfaces such 
as sensors, light bulbs, and small appliances. For 
commissioning, NFC makes it easier to install the setup, 
logging data and maintaining the network. Regarding 
controlling, NFC, gives the user higher degree of flexibility 
and security and enable the user to control over settings and 
access privilege. NFC operates on 13.56 MHz frequency 
band with 424 Kbit/s bit rate and less than 20 cm coverage 
range. 

D. Wi-Fi 

Wi-Fi IEEE 802.11 protocol with many variants is one of 
the leading wireless communication technologies for IoT. 
Wi-Fi was originally designed to serve a limited number of 
devices, located indoor and with a short distance from the 
access point (and also from each other) with some high 
throughput data rates and is mostly used for local area 
networks (WLAN). The wide range adoption of Wi-Fi 
makes it the first choice for some IoT applications such as 
smartphones and mobile devices. However, the requirement 
of many embedded IoT applications is to have lower power 
consumption or data rates that grow the need for other 
technologies.  

Because of the low power requirements for many IoT 
projects, many variants of Wi-Fi 802.11 such as a/b/g/n/ac 
are not suitable standards. Therefore, 802.11ah [5] standard 
was proposed to meet the new IoT lower-power applications. 
The aim of 802.11ah is to be an energy efficient standard 
and allow thousands of devices to work in a same physical 
area. The proposed coverage can also support much wider 
areas comparing to the older IEEE 802.11 standards and can 
theoretically reach to 1 Km in good conditions. Meanwhile, 
it can connect up to 8191 devices with by a single modern 
access point. IEEE 802.11ah is designed to operate on the 
unlicensed sub-1GHz band. One of the other interesting 
features of IEEE 802.11ah standards is that it can also 
coexistence with 802.15.4 standard 

E. Thread 

Thread [16] is a new wireless networking protocol which 
has been developed specifically to support IoT applications. 
It was designed to introduce many features that are not 
available in current standards regarding power consumption, 
cost-effectiveness, and security models. Thread aims to 
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allow hundreds of devices to communicate with each other 
quickly and in a reliable design. Thread can directly 
communicate to the cloud using Internet Protocol.  

Thread group released the first version of Thread at 
2015. Thread protocol is based on IEEE 802.15.4, and it is 
designed to enable the connectivity over IPv6. Thread is 
capable of connecting up to 250 devices securely using 
wireless mesh network. Thread operates in 2.4 GHz band 
with a maximum 250 Kbps data rate and provides many 
advantages for IoT applications such as direct connection to 
the Internet, security, simplicity, lower power consumptions, 
and reliability. 

F. LoRaWAN 

Bluetooth, ZigBee, NFC and IEEE 802.11ah are primary 
standards for short range communications. The coverage of 
these standards will make them incompatible for wider IoT 
applications such as smart cities and smart grids. Some IoT 
applications such as industrial IoT may also require 
embedded devices such as sensors and actuators to be 
transmit over longer distances while running on batteries.  

LPWAN (low-power wide area network) is an emerging 
standard to overcome coverage and power consumption 
limitations and better address wider IoT applications. 

LPWAN such as LoRa [8] standard drops the overhead 
associated using mesh techniques that ZigBee and IEEE 
802.11ah use to extend their coverage such as forwarding 
and routing features. LoRa presents much wider coverage to 
short-range wireless standards such as Zigbee. LoRa 
(sometimes referred as LoRaWAN) can cover hundreds of 
square kilometers and with a single gateway can address the 
whole city similar to cellular networks. Cellular techniques 
compare to LoRa have much higher data rates and power 
consumptions.  LoRa is suitable for IoT and M2M 
applications that require a tiny amount of data to be 
transmitted over a very long distance. 

G. Comparision 

A comparison of above studied wireless technologies 

regarding frequency, range, application, and data rate is 

represented at 

TABLE 1.  As represented in the table, each technology has 

its characteristics and highlights. For instance, LoRaWAN 

has a comprehensive coverage among all others while 

802.11ah can achieve the highest data rate.  
Other than the studied standards in this paper, many 

proprietary wireless solutions such as ANT are also very 
common among IoT devices.  

 
TABLE 1. IOT WIRELESS TECHNOLOGIES SUMMARY 

 BLE ZigBee NFC 802.11ah LoRaWAN 

Frequency 2.4 2.4 13.56 Sub-1 GHz EU868, EU433, US915, AS430 

Range 50-100m 50-100, 300m 20cm 1 Km 2-22+ Km 

Application WPAN WPAN, LAN P2P WLAN WWAN 

Rate 1Mbps 20 - 250 Kbps 106-424 Kbps 150 Kbps - 346 Mbps 0.3 - 50 Kbps 

III. CONTAINERS 

Instead of running a full operating system on cloud 
infrastructure in the form of a virtual machine, Linux and 
some other operating systems can provide a lightweight 
virtualization mechanism known as containers. For instance 
Linux containers can create isolated environments [9-13] to 
execute Linux software without having to simulating a full 
system. The container environment executes on the top of 
the Linux kernel and can be limited to a fraction of hardware 
resources such as processing power, network, and main 
memory. The rich resource management features and the 
strong isolated environment of Linux containers are close to 
full feature virtualization technologies and without their 
overhead costs such as separate operating system kernel for 
guest systems. However containers compared to full 
virtualization technologies have their limitations as well. For 
instance it is only possible to repeat the same environment of 
host system for guest systems. This means by using Linux as 
host system, we can only have Linux as guests systems as 
well. 

Containers do not have the overall delay of the boot 
process and other startup costs and hence can be started and 
deployed much faster than any other virtualization 
techniques [9-13]. Meanwhile, in a large system, using many 
virtual machines, there will be many redundant instances of 
the same software such as operating system kernel and many 
duplicated boot volumes.  

There are two common methods to utilize the containers: 
system containers and application level containers. System 
containers also known as OS containers create a full user 

space such as a complete Linux distribution in the container. 
It is also possible to install, configure and run new 
applications on the container just like any virtual machine 
instance but it's impossible to upgrade, patch or customize 
the kernel due the kernel is shared among the container and 
the host system. System containers are useful when there is a 
need to have a complete sort of applications. Some common 
technologies for creating system containers are LXC, Linux 
VServer, OpenVZ, Solaris Zones and BSD Jails. 

As described, a system container may contain a full set 
of softwares including some Internet services such as mail 
server, or it can address a single service such as web server. 
For better manageability and greater security, it is possible 
create a minimized runtime for each application and keep the 
containers small and efficient. The small system containers 
are the basis of application level containers. 

Application level containers are mostly about providing 
an isolated execution environment for a single software. 
Having each process in a separate container makes it secure, 
simple to maintain, update, backup, and migrate the 
container. Application containers are also widely accepted 
by system programmer and administrators as a unified run-
time environment to deploy and test new software. 
Application containers also allow system wide 
configurations and the depended software to be narrowed to 
the container level.  It's also convenience to use containers in 
environments with rapid software changes such as DevOps 
model. 
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A. Docker 

Docker [14] is an open-source project that enables the 
users to automate the process of software deployments in the 
form of application containers. Docker utilizes containers as 
an additional layer for software installation, configurations, 
and automation. Docker can create full isolated execution 
environments on Linux systems by using the Linux kernel 
namespaces, cgroups, and other features as operating 
system-level virtualization for applications. 

Docker is designed to be platform independent. The 
Docker Engine can be installed on most commercial and 
open source platforms such as Windows, Linux, and Mac 
OS and applications in the form of Docker images can be 
imported, moved and executed on all supported platforms. 
Docker essentially brings the cloud computing paradigm and 
flexibility to individual applications and any software suite 
that is capable of running within containers. 

Another advantage is application containers such as 
Docker is designed to be very small and independent from 
machine resources. This will bring a greater flexibility for 
system administrations to migrate a Docker container from 
host to another.  The Docker specifications usually guarantee 
that the runtime environment will always remain identical. A 
stable runtime environment as application containers is also 
more convenience for developers to develop and distribute 
software. 

Docker containers provide read-only runtime to the 
software and all the changes such as logs and created data 
are kept out of the container image very similar to "diff" 
files. 

B. Rocket 

As an alternative to Docker, CoreOS has introduced 
Rocket project (rkt) [10] as new container runtime 
environment which is also based on Linux containers 
technology. Both Rocket and Docker projects are targeting 
software automation tasks and to have a greater control over 
software installation and deployments using application 
containers. While Docker has a better focus on complex 
environments that can support a variety of situations such as 
microservers, Rocket is more structured to address essential 
tasks in a secure and fast model for better administration and 
automation of software even on desktop systems. 

Rocket is the first implementation of the App Container 
Specification (appc), which was introduced by CoreOS to 
better describe and standardize portable application 
containers. 

C. LXC 

LXC [9-12] is another mature and light-weight system 
container technology. LXC very similar to Docker and 
Rocket utilizes Linux containers based on Linux kernel 
cgroups and namespaces. As mentioned, application 
containers such as Docker are designed to have a single 
application within each container. In contrast, a system 
container very similar to a full Linux distribution will have a 
classic initial service such as "init" or "systemd" that will 
manage and start other services.  As a result, a single LXC 
image can easily create sophisticated software suites such as 
an integrated web server with php and database services. It's 

also possible to create the same suites by application 
container, but it needs many containers for each service such 
as one for a web server, another for database and so forth.  

D. CoreOS 

Container Linux (CoreOS) is a new Linux, light-weight 
distribution with a focus on running typical applications 
inside containers. The aim of CoreOS is to create a better 
security, reliability, and automation model by isolating each 
process within a container. 

The CoreOS has introduced Application Container 
specifications (appc) and Application Container Image 
(ACI) format. The Rocket is the first implementation of 
Application Containers that also uses ACI images. In 
contrast, the competitor technology, Docker does not support 
this specification yet, and hence Docker images are not 
compatible with ACI standard. Docker image format is 
accessible but in a proprietary form and it is possible to 
convert them to ACI, and other types of images with third 
party tools. Rocket also supports Docker and other forms of 
container image formats. 

IV. CONCLUSIONS 

A number of major connectivity techniques and cloud 
automation tools have been studied in this paper. Each 
technology has some advantages and drawbacks. In terms of 
short-range communication technologies, BLE has some 
advantage over ZigBee and NFC on simple deployments 
mainly because of the data rate (1 Mbit/s) and the easy 
connectivity option to connect to smartphones and many 
other mobile devices.  However BLE currently does not 
have native support for mesh network architecture, and 
ZigBee and the upcoming open protocol Thread can better 
address those needs.  

LoRaWAN has currently an extensive coverage, very 
low power consumption, and readymade solutions. Other 
technologies such as LTE-M and WiFi IEEE 802.11ah can 
be the future candidates for higher data rates. 

Regarding the containers, there are two main options 
namely the system containers such as LXC and the 
application containers such as Docker and Rocket. Docker 
offers many features that can support sophisticated situations 
and great tools for further integration with hosting providers 
and public image repositories. Docker is portable and 
possible to be executed directly from the command line on 
the host machine whether it is Linux, iOS or Windows. 
Docker also offers an extensive documentation with many 
images already available.  

Rocket has its own advantages such as the support for 
the open specifications and is considered to be more secure 
as Docker needs a service to be running as root to manage 
containers and allocate resources but Rocket doesn't need 
that extra service. Rocket also uses a trusted key model for 
signing and verifying downloaded images that make them 
more secure. 
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